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BCDHES04-16RJ
4 Bay 16-Port PoE In-Vehicle Harsh Environment Server



Notes to Specifier:

1. Where several alternative parameters or specifications exist, or where, the specifier has the option of selecting and inserting text, such choices are presented in <bold text>.

2. Explanatory notes and comments are presented in italic text.

3. If there are any changes between the previous version of this document & this updated version (2023), they are listed on the last page of this document.

4. Ref section 3.05 (Cyber Security) Section B. This section has several optional points that will be specific to each site. Please review & include any that are required.














VIDEO RECORDING SERVERS, WORKSTATIONS, VIDEO ANALYTICS SERVERS

[bookmark: PART__1_GENERAL]PART 1	GENERAL
1.01 Summary
A	This specification describes a 1RU rack-mount enterprise class video recording server, workstation, or video analytics server with capacity up to 16 TB, and NVIDIA® GPU support.
1.02 Related Requirements
A	23 00 00 Heating, Ventilating, and Air Conditioning (HVAC)
1. 23 70 00	Central HVAC Equipment
2. 23 80 00	Decentralized HVAC Equipment B	27 00 00	Communications
1. 27 05 00	Common Work Results for Communications
2. 27 11 16	Communications Cabinets, Racks. Frames, and Enclosures
3. 27 15 01	Communications Horizontal Cabling Applications
a. 27 15 01.13	Video Surveillance Communications Conductors and Cables
4. 27 21 00	Data Communications Network Equipment
C	28 01 00	Operation and Maintenance of Electronic Safety and Security
1. 28 01 20	Operation and Maintenance of Video Surveillance D	28 05 00	Common Work Results for Electronic Safety and Security
	1. 28 05 07
	Power Sources for Electronic Safety and Security

	2. 28 05 09
	Surge Protection for Electronic Safety and Security

	3. 28 05 11
	Cyber Security Requirements for Electronic Safety and Security

	4. 28 05 17
	Workstations for Electronic Safety and Security

	5. 28 05 19
	Storage Appliances for Electronic Safety and Security

	6. 28 05 31
	Communications Equipment for Electronic Safety and Security

	7. 28 05 45
	Systems Integration and Unified Systems


E 28 06 00	Schedules for Electronic Safety and Security
F 28 08 00	Commissioning of Electronic Safety and Security G	28 20 00	Video Surveillance
1.03 References
A	Abbreviations
1. Gb/s - Gigabit per second
2. GigE - Gigabit Ethernet
3. GB – Gigabyte
4. GPU – Graphics Processing Unit

5. HDD - Hard Disk Drive
6. iDRAC - Integrated Dell Remote Access Controller
7. LAN - Local Area Network
8. LOM – LAN on Motherboard
9. LRDIMM - Load-Reduced Dual Inline Memory Module
10. NAS- Network Attached Storage
11. NFS - Network File System
12. NIC - Network Interface Controller (or Card)
13. PCIe - PCI (Peripheral Component Interconnect) Express
14. PERC – (Dell) PowerEdge RAID Controller
15. NVMe – Non-Volatile Memory Express
16. RAID - Redundant Array of Independent Disks
17. SATA - Serial Advanced Technology Attachment
18. SAS - Serial-attached SCSI
19. SCSI - Small Computer System Interface
20. SFP - Small Form Factor Pluggable
21. SSD - Solid State Drive
22. TB - Terabyte
23. VMS - Video Management System B	Reference Standards
1. Institute of Electronic and Electrical Engineers (IEEE) 802.3 standards
2. FCC - Code of Federal Regulations, Title 47, Part 15 C	Definitions
1. iDRAC - Dell technology which allows administrators to deploy, monitor, manage, configure, update, troubleshoot and remediate servers from any location, and without the use of agents, regardless of operating system or hypervisor presence or state.
2. M.2 – Formerly known as NGFF ("Next-Generation Form Factor"), an expansion slot/form factor that can interface with SATA 3.0, PCI Express 3.0, and USB 3.0.
3. Cyber Security - Computer security or information technology security is the protection of computer systems and networks from information disclosure, theft of or damage to their hardware, software, or electronic data, as well as from the disruption or misdirection of the services they provide.
1.04 Submittals
A.    Informational Submittals
a. Product Data
1) Manufacturer product data sheets
2) Manufacturer product instructions, and installation and operating manuals
b. Shop Drawings
B.    Closeout Submittals
a. Final listing of devices and settings
b. Complete set of supplier’s operating instructions, installation instructions, and 

c. troubleshooting guide.
d. Recommended spare parts list. C. 	Quality Assurance
1. Contractor qualifications: 
a. Minimum of 2 years system design, engineering supervision, and installation experience in the security or information technology industry.
2. Manufacturer qualifications
a. The Manufacturer shall have a minimum of 5 years of manufacturing, selling and supporting systems of the type described herein and provide evidence of successful installations acceptable to the Owner.
D.	Product Delivery, Storage, and Handling
1. Acceptance: Upon delivery to the site, Contractor shall inspect all products and materials for any damage.
1.05 Project Conditions
1. Maintain environmental conditions (temperature, humidity, and ventilation) within limits recommended by manufacturer.
1.06 [bookmark: 1.06_Warranty_and_Support]Warranty and Support
A	Manufacturer shall provide a five-year, on-site, next business day warranty, with a “Keep Your Hard Drive” feature.
Keep Your Hard Drive is defined as: In the event of a drive failure, a replacement drive shall be provided, and the faulty drive shall remain on premise.
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[bookmark: PART__2_PRODUCTS]PART 2	PRODUCTS
2.01 Manufacturer
A BCDVideo
901 Deerfield Pkwy, Buffalo Grove, IL 60089 Phone: +1 847 205-1922
support@bcdinc.com 
https://www.bcdvideo.com
B Products
1. 4 Bay Small Form Factor In-Vehicle Harsh Environment Server	BCDHES04-16RJ
2.02 Description
A The Video Recording Server (Recording Server) shall be a harsh environment class server providing storage scalability up to 16TB.
B The Manufacturer shall certify that the Recording Server has been designed and built for the purpose of recording surveillance video.
C The Recording Server shall have a dedicated operating system drive to facilitate accelerated boot and application load times.
D The Recording Server shall have redundant, hot-swappable cooling fans.
E Video Storage
1. Hard Drive Bays
a. Number:	(4) 15mm 2.5” Drive Bays (1) 256G mSATA Drive
b. Type:	SATA
2. SATA Drives:
a. Size:	2.5”
b. Capacity	up to 4TB per drive
c. Speed:	7200 rpm
F Processor:
1. Number:	(1) Intel® Core™ 6th Generation Processor
a. Properties:	(Up to 4 Cores, 4 Threads, 3.4GHz)
2. Number:	(1) Intel® Core™ 6th Generation Processor
a. Properties: 	(Up to 4 Cores, 4 Threads, 3.4GHz)
G Operating System
1. Software:	Windows 10 Pro/Linux
2. Drives:	1 x 256 GB M.2 NVMe SSD dedicated
H Memory
1. Standard Configuration: 16GB (2x 8GB)

2. Maximum Configuration: Up to 32GB, optional with ECC (2x DDR4 2133MHz SO-DIMM Slots)
I Network Ports
1. Ports: (16) 1GbE RJ45 PoE Ports (IEEE 802.3af/802.3at)
a. (2) 1 GbE Non-PoE RJ45 ports
J Additional Ports
1. Video output:	(1) DVI-D & (2) DisplayPort interfaces, up to 4K resolution
2. USB:	 (4) USB 3.0 (External) (1) USB 2.0 (Internal)
K Redundancy and Resilience
1. RAID
a. Levels supported:	0, 1, 5 & 10
b. JBOD
L Electrical
1. Power: 24V DC 120W (10 – 30V DC)
a. Power Supplies:	Power Input: 6V to 78V, DC-in
Power Interface: 3-pin Terminal Block : V+, V-, Frame Ground
Ignition Control: 16-mode (Internal)
Remote Switch: 5-pin Terminal Block
Surge Protection: Up to 200V/1ms Transient Power 
b. Heat Dissipation:	<2107> BTU/hr
M Mechanical
1. Dimensions (w x d x h): 10.2” x 8.5” x 3.1” (260mm x 215mm x 79mm) 
2. Weight:	9.26 lb (4.2kg) 
3. Form factor:	Small Form Factor
N Environmental
1. Operating temperature: Operating : -25°C to 70°C (-13°F to 158°F), Fanless Storage: -40°C to 58°C (-40°F to 185°F), Fanless 
2. Operating humidity:	95% at 70°C
3. Shock Endurance: 	IEC 60068-2-27 (with SSD, 50G, half sine, 11ms duration) 
4. Vibration Endurance: 	IEC 60068-2-64 (with SSD, 5Grms STD, random 5 to 500 Hz, 3 axis)



END OF SECTION




[bookmark: PART__3_EXECUTION]PART 3	EXECUTION

3.01 Installers
A	Contractor personnel shall comply with all applicable state and local licensing requirements. B	Contractor personnel shall comply with all applicable Manufacturer training certifications.
3.02 [bookmark: 3.02_Preparation][bookmark: A_The_network_design_and_configuration_s]Preparation
A [bookmark: B_All_applicable_operating_system_update]The network design and configuration shall be verified for compatibility and performance with the Recording Server.
B All applicable operating system updates available from the Manufacturer shall be installed by the Contractor prior to project completion.

3.03 Installation
A	Contractor shall follow manufacturer published installation and configuration instructions and guidelines.

3.04 Storage
A	Server and system hardware devices and components shall be stored in an environment where temperature and humidity are in the range specified by the Manufacturer.
3.05 Cyber Security
A Build Cycle…
· CVE updated and patched system images
· Ongoing system image updates and security evaluations
· Digitally signed UEFI driver’s firmware updates
B	Build Cycle (Optional, please check if they are relevant to your site’s specifications)…
· Hardware root of trust enabled with secure boot options
· Optional system secure boot with TPM enabled features
· Operating system secure boot policy enabled options
· Optional hard drive encryption and enterprise key management
· TAA/NDAA compliant hardware is available
· Optional limited hardware ports of entry
C	Supply Chain Security…
· Direct and in-channel equipment sourcing from ODM and OCM partners
· CCTV monitored warehouse, staging and build facilities to ensure no tampering
· Controlled access to facilities
· Screening and inspection of cargo at entry

END OF SECTION
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